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Process for Activating Accounts that have been Inactivated:

If a state or LWDA staff member’s account has been inactivated for any reason, the procedures in
section Il (for state staff) and Il (for LWDA staff) should be followed to request that the account be
re-activated.

Process for Granting Access to New Staff for Grants4TN:

For staff access to the Grants4TN system, the Grants and Budgets unit should receive an e-mail from
a signatory authority asking for a user to be added. The email should be sent to
WSPayment.Requests@tn.gov.

Responsibility of the User:
It is the responsibility of the user to ensure the protection of proprietary, personal, privileged, or

otherwise sensitive data that is accessed using Jobs4TN as well as the State server.

Monitoring Access and Usage:

It is the responsibility of the supervisor to ensure that training is provided on the correct use of the
Jobs4TN system; supervisors must also monitor staff activities to ensure that data is being entered
correctly and in a timely fashion. The State does have additional security measures to automatically
deactivate staff accounts that have not logged in for 90 days. TDLWD will also conduct monitoring to
ensure that program data is being correctly entered and in a timely fashion using reports generated
through the Jobs4TN 4 administrative site, which logs changes made and staff responsible for
making those changes. This process takes place every thirty (30) days.

Exit Process and Procedures:

The State is placing an emphasis on timely access removal. Strategic Technology Solutions has

established the criteria for determining timely removal of access for all workforce systems, which is

“by the close of business on the user’s last working day.”

e For staff removal from access to the Grants4TN system, the Grants and Budgets unit should
receive an e-mail from a signatory authority asking for a user to be removed. The e-mail should
be received by the close of business on the user's last working day and should be sent to
WSPayment.Requests@tn.gov.

e For all LWDA staff — the supervisor or appropriate contact at the LWDA can complete the
electronic form at https://stateoftennessee.formstack.com/forms/access change lwda in
advance of the employee’s last working day. One of the fields in the form allows the supervisor
to indicate the employee’s future last working day. Therefore, their access can be removed on
their last working day. Accounts that have not been accessed in 90 days are automatically
inactivated by the Jobs4TN system, however this does not absolve the supervisor's responsibility
for removing the staff's access on the last date of employment.

o Upon completion of this process, the supervisor will receive an email confirmation that the
request has been submitted. This e-mail should be saved for audit purposes.

e For all state staff — the supervisor can complete the electronic form at
http://teamtn.gov/workforce/article/access change labor in advance of the employee’s last
working day. One of the fields in the form allows the supervisor to indicate the employee's
future last working day. Therefore, their access can be removed on their last working day.
Accounts that have not been accessed in 90 days are automatically inactivated by the Jobs4TN
system; however this does not absolve the supervisor's responsibility for removing the staffs
access on the last date of employment.




o Upon completion of this process, the supervisor will receive an email confirmation that the
request has been submitted. This e-mail should be saved for audit purposes.

Contact:

For any questions related to this policy, please contact the Program Integrity Unit at
Workforce.Board@tn.gov.
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